CYBER SECURITY

i-SAFE LESSON PLAN OVERVIEW
Suggested Grade Level 5

Goal
Learners will
e Develop an understanding of proper e-mail protocol, and the necessity of using caution when
opening e-mail to protect computer security.
e Inform others about cyber security issues.

Youth Empowerment Activity Implementation

i-SAFE lesson activities incorporate learning and engagement (youth empowerment), to help ensure
that students are enabled to make wise online decisions. There are two tiers to each empowerment
activity.

e Tier 1 consists of an integrated activity that enables a simple outreach activity. Tier 1 activities
are supported by student incentives accessed via the i-SAFE website at www.isafe.org, such
as:

o entering a poster created during a lesson into an online i-SAFE contest.
e Tier 2 in any lesson builds upon the tier 1 activity to enable a larger event-type activity. Tier 2
activities are supported by i-SAFE Outreach through:
o Planning and implementation help
o Additional materials
o Student incentives
o Teacher incentives

Preparation

e View the online Cyber Security Professional Development Training for background knowledge
to prepare yourself to confidently implement this i-SAFE lesson. Access the training from the
iLEARN link at www.isafe.org.

e Complete an online Implementation Plan indicating your school, grade, and number of
students to be taught. Access the Implementation Plan at www.isafe.org.

e Responsible use of intellectual property is an integral part of the i-SAFE program. As an
educator you are the best example in modeling responsible use of technology resources. You
are authorized to copy i-SAFE materials needed to implement the lessons with students you
have referred to on your i-SAFE Implementation Plan(s). Any other use of i-SAFE materials
without permission is not permitted. Please direct questions about use of i-SAFE curriculum
materials to teachers@isafe.org.

Materials
e A copy of activity pages for each student

Assessment

Administer the pre assessment online at www.isafe.org if beginning the i-SAFE program. Students
will be asked to enter the School ID number, which you will receive upon completing an
Implementation Plan.
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LESSON PLAN

All students participating in the i-SAFE curriculum are considered to be mentors. Have students
register online at www.isafe.orq to take full advantage of the support and incentives offered. This may
be done at any time during the lessons, or students may complete registration at home.

Handshake Game

Objective: To demonstrate how a virus spreads. Special note - one student will be “the virus” in this
game, although he or she will not know until the activity has been completed.

Directions:

Announce that you are going to play a short game about communication.

Explain that they will be given time to go around and communicate with each other in different
ways. (Allow about three minutes)

Explain that you will give each person a special instruction on how to communicate as he/she
meets each person, and that they are not to tell others what their own instruction is; they are
only to do the behavior.

Pass out the prepared strips: One to each student.

After the appropriate amount of time, have students return to their seats.

Ask students to stand if they had contact—a handshake - with one of the students. Inform those
students they have been infected. Ask remaining students to stand if they had contact with any
of the now standing students who were infected.

Inform students that this is how a virus works. It spreads and infects quickly, through contact.

Discussion 1
Guide a discussion to cover the following:

Inform students that just as they communicated in the activity, e-mail is a form of
communication. However, it has its own set of rules. Some reasons for this are harmful things
like computer viruses.

Initiate a discussion on viruses.

Ask students how many have ever had their computer crash because of a virus.

Ask students if they know how viruses are spread.

Discuss some of the viruses they may have heard of.

Inform students that one common method of obtaining a virus is by downloading an
attachment from e-mail.

Ask students to brainstorm a list of 5-10 rules for e-mail based on their own experiences with it.
If they have no experience, tell them it is a written form of communication but with seemingly
instant access.

Have students share their rules and discuss why they chose those rules.

Activity

Have students turn to their Activity pages and take turns reading about different rules and
aspects of e-mail.

Discuss each item such as flaming, spamming and phishing to ensure students comprehend.
Encourage the students to share personal experiences with each.

Proceed to the next section (Build a Brochure).
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Build a Brochure

e Once students understand the concept of e-mail, as well as the rules and regulations of the
system, have them form small groups.

e In their small groups, have students return to (A) what they have learned and (B) their former
brainstorm list. Using these items, students are to design a brochure on E-mail Etiquette and
Safety. Brochures should be informative and creative. One simplified suggestion would be to
have a Do and Don't list.

Discussion and Presentation
Have students present their brochures. Discuss the tips and rules they have come up with. If possible
have students share their brochures outside of the classroom.

Tier 1 completion
e Review with students how to register for incentives and contests.
e Have students register at isafe.org and follow the directions for contests and incentives.

Tier 2:

i-SAFE provides the i-Mentor Training Network training videos to help students implement Tier 2
activities. The 5-minute videos provide specific "how to" information on accomplishing i-SAFE
outreach activities. They are available on the i-SAFE website and on CD.

Have students reproduce brochures for distribution during the parent night discussed in the lesson on
personal safety. Submit an online implementation plan at www.isafe.org and select Brochure
Distribution, OR come up with your own plan for a Tier 2 activity. Direct questions about implementing
Tier 2 activities to outreach@isafe.org.

Additional suggestions:
e Conduct a contest and share the winning brochure with the school.
e Distribute brochures to teachers at a faculty meeting.
e Post brochures on the school website.

Implement the Tier 2 activity.

Register for Teacher Incentives

If students in your class are conducting a Tier 2 Outreach activity/event (an activity that spreads the
message of Internet safety and responsible use outside the classroom), follow the Tier 2 directions on
the Educator’'s Page at www.isafe.org to become eligible for monthly prize drawings.

Assessment
Administer the post assessment online at www.isafe.orq if this is your last lesson for i-SAFE.

Continue with the i-SAFE Program

i-SAFE offers Internet safety curriculum for grades K-8 and webcasts for grades 9-12 on the topics of
Personal Safety, Predator |dentification, Intellectual Property, Cyber Citizenship, and Cyber Bullying.
For information contact education@isafe.org.
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Handshake Activity page 2 (duplicate as many as necessary)

Behavior: You are to say, “How are you today” to each person you meet during the
activity.

Behavior: You are to say a one sentence verbal greeting of your choice to each
student you meet during the activity.

Behavior: You are to say, “it has been nice to meet you”, and then wave goodbye as
you conclude your meeting with each person during the activity.

Behavior: You are to say, “How are you today” to each person you meet during the
activity.

Behavior: You are to say a one sentence verbal greeting of your choice to each
student you meet during the activity.

Behavior: You are to say, “it has been nice to meet you”, and then wave goodbye as
you conclude your meeting with each person during the activity.

Behavior: You are to say, “How are you today” to each person you meet during the
activity.

Behavior: You are to say a one sentence verbal greeting of your choice to each
student you meet during the activity.

Behavior: You are to say, “it has been nice to meet you”, and then wave goodbye as
you conclude your meeting with each person during the activity.

Behavior: You are to say, “How are you today” to each person you meet during the
activity.

Behavior: You are to say a one sentence verbal greeting of your choice to each
student you meet during the activity.




